IMamsaTka s 00ydaromuxcs 00 nHPOPMANUOHHO 0e30MACHOCTH JIeTel

C KaX/1bIM I'OZIOM MOJIOIEKH B HHTEPHETE CTAHOBUTHCS 0O0JIbIIIE, A IIKOJIBHUKU OJTHH U3 CaMbIX
aKTMBHBIX ITOJIb30BaTesne Pynera. Mexay TeM, IOMUMO OTPOMHOIO KOJIMYECTBA
BO3MOXHOCTEH, HHTEPHET HECET U MPoOaeMbl. DTa namsTKa JODKHA IOMOYb Tebe 6e301acHo
HaXOJUTHCS B CETH.
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Online urpsr

CoBpeMeHHbIE OHJIaH-UTPBI — 3TO KPACOYHBIE, 3aXBaThIBAIOIINE PA3BICUEHUS, O0bEINHSAIONINE
COTHH ThICSY YEJIOBEK 10 BceMy MHpY. Irpoku uccinenyroT JaHHbIH UM MHp, OOIIAIOTCS JPYT C
JPYTOM, BBITTOJIHSIIOT 3a/1aHUS, CPAXKAIOTCS C MOHCTPAMHU U TIOJYyYalOT OIBIT. 3a Y0BOJIbCTBHE
OHH IUIATAT: MOKYMAIOT IUCK, OIUIAYMBAIOT A0OHEMEHT WU MPUOOPETA0T KaKHE-TO OIIIUU.

Bce 31u cpeactBa uayT Ha noAJepKaHUE U Pa3BUTUE UIPHI, @ TAKXKE HAa caMy 0€30MaCHOCTb:
COBEPILEHCTBYIOTCS] CUCTEMbI aBTOPU3ALIMH, BBITYCKAIOTCSI HOBbIE MAaTYH (LIU(PPOBBIE 3aINIATKH
JUISI IPOTPaMM), 3aKPBIBAIOTCS YA3BUMOCTHU CEpBEPOB. B MOJ0OHBIX UTpax CTOUT OMacaThCs HE
CTOJIKO CBOMX COIIEPHHUKOB, CKOJIBKO KPayKH TBOETO MAapOJIsi, HA KOTOPOM OCHOBAaHA CUCTEMA
aBTOpU3ALNY OOJBIIMHCTBA UTP.

OCHOBHBIE COBETHI IO OE€30MACHOCTH TBOETO UTPOBOTO aKKayHTa:

1. Ecnu apyroit urpok BeneT ceOs MI0X0 WK CO3JaeT Tede HEMPUATHOCTH, 3a0JIOKUPYH €ero B
CIIMCKE UTPOKOB;

2. Tloxkanylicss aIMHHHCTPATOPAM MI'PhI HA IIJI0OXOE TOBEACHUE 3TOI0 UTPOKA, KEIATEIBHO
IIPWIOKUTH KaKHE-TO JI0Ka3aTeIbCTBA B BUJIE CKPUHOB;

3. He yka3bIBaii 11MuHyt0 HHGOpMaIUIo B mpodaiiie urpsl;

4. YBakall Ipyrux y4acTHUKOB 110 UIPE;

5. He yctanaBnuBaii Heo(umaabHpIe TATYH U MOJIBI,

6. Mcnionp3yil CII0KHBIE U pa3HbIE ApOJIH;

7. Jlaxxe BO BpeMsI HTPBI HE CTOUT OTKJIFOYaTh aHTUBUPYC. [10ka ThI Urpaenib, TBOM KOMIIBIOTEP
MOTYT 3apa3UTh.

[udposas pemyranus

[ludposas pemyTanus - 5T0 HEraTUBHAS WA O3UTUBHAS MH(OpMAIIHS B CETH O Tebe.
Komnpomerupyromas nHGopmaius pa3MelieHHas B UHTEPHETE MOKET CepPbEe3HBIM 00pa3oM
OTpa3uThCs Ha TBOEH peanbHOM ku3HU. «[{udpoBas pemnyranus» - 3T0 TBOM UMUK, KOTOPBIN
dbopmupyeTcst u3 HHGOpMaIHK O TeOe B MHTEPHETE. TBOE MECTO JKUTEIBCTBA, Y4€Obl, TBOEC



(buHAHCOBOE TIOJIOKEHUE, OCOOEHHOCTH XapaKTepa U PacCcKas3bl O OJIM3KHUX — BCE ATO
HAKaIlJIMBAETCs B CETH.

MHorure noJIpOCTKU JETKOMBICTICHHO OTHOCSITCS K ITyOJIMKAINY TUYHON HHPOPMAIIIH B
HuTepHere, HE MOHUMAsi BO3MOXHBIX MOcieIcTBUN. Thl 1axke He CMOXKEIb A0Tra/laThCsl O TOM,
gto doTorpadus, pa3MenIeHHas 5 JeT Ha3all, cTaja MPUINHON 0TKa3a MPUHSATH TeOs Ha padoTy.
KommenTapuu, pa3menienue TBoux Gororpaduii u apyrue AeicTBUs MOTYT HE HCUE3HYTh Jaxe
MOCJIE TOTO, KaK Thl UX YJAIHIIh. Thl HE 3HACIIH, KTO COXPAHIII 3TY HHPOPMAITUIO, TIoMaia JIu
OHA B ITOMCKOBBIE CUCTEMbI M COXPAaHUIIACh JIM OHA, a TJIABHOE: UTO MOAYMAIOT O Tebe
OKPYKAroIIee IO, KOTOPhIe HAWIYT M YBUIAT 3T0. Halitn nHpOpMAIINIO MHOTO JIET CITYCTSI
CMOKET JIF000i1 — Kak U3 T0OPBIX MOOYXKACHHM, TaK U C HAMEPEHUEM NPUYUHUTD Bpea. ITO
MOJKET OBITh KTO YTOJIHO.

OcHOBHBIE COBETHI 110 3alIUTe HU(PPOBOI permyTaluu:

1. Iloxgymaii, mpexie 4eM 4To-To MyOIMKOBaTh U NepeaaBath y ceOs B O6J0re UM B COLUATBHOM
ceTH;

2. B Hactpoiikax npouis ycTaHOBH OTPaHUYEHUS HA TPOCMOTP TBOETO MPODMIISL U €T0
COJIEP’KUMOT0, CIeNai ero TOIBKO «IUIsl IPY3ei»;

3. He pa3smemiaii 1 He yKa3bIBail HHPOPMAIUIO, KOTOPAst MOXKET KOT0-TH00 OCKOPOISATh W
00MXKaTh.

ABTOpCKOE TIPaBO

CoBpeMeHHbIE IIKOJIbHUKU— aKTUBHBIE T10JIb30BaTENN LIU(PPOBOro npocrpancTBa. OgHako
JIaJIeKO HE BCE 3HAIOT, YTO MOJIB30BAaHNE MHOTMMHU BO3MOKHOCTSMH IIU(PPOBOTO MHUpa TpedyeT
cOOJIIO/IEHHS TTPaB HA MHTEJJIEKTYAIbHYIO COOCTBEHHOCTD.

TepMuH «WHTENIEKTyallbHast COOCTBEHHOCTbY» OTHOCUTCSI K pa3IMYHBIM TBOPEHUSIM
4eJI0BEYECKOr0 yMa, HauMHasi C HOBBIX U300peTeHNH 1 3HaKOB, 0003HAYAIOIUX COOCTBEHHOCTh
Ha MPOAYKTHI U YCIYTHU , U 3aKaH4YMBasi KHUTaMu, poTorpadusiMu, KHHOPUIbMaMU U
MY3BIKaJIbHBIMU IPOU3BEICHUSIMMU.

ABTOpCKHE IpaBa — 3TO MpaBa Ha HHTEJUIEKTYyaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BECHUS HAYKH,
JUTEPATyphl U UCKyCCTBA. ABTOPCKHE IIpaBa BBICTYNAIOT B KAYECTBE rapaHTUU TOTO, YTO
MHTEJJIEKTYaJIbHBIA/TBOPUECKUN TPY/ aBTOpa HE OyAET HallpacHbIM, JaCT €My CIPaBEJINBbIC
BO3MOXHOCTH 3apaboTaTh Ha pe3ynbTaTax CBOEro Tpy/a, MOJYyYUTh U3BECTHOCTh U IPU3HAHUE.
Hukro 6e3 pa3perniennst aBTopa He MOXKET BOCIIPOU3BOIUTh €r0 IPOU3BEIEHUE, PACTIPOCTPAHSTH,
nyOJIMYHO IEMOHCTPUPOBATh, IPOAABATH, UMIIOPTHUPOBATh, ITYCKaTh B IIPOKAT, MyOIMYHO
UCIIOJIHSATH, IOKa3bIBATh/UCIIONIHATE B Adupe Win pazMeniath B UHTepHere.

Hcnonb30BaHue «IMPATCKOrO» MPOrpaMMHOTO 00ecIeueHUsI MOKET PUBECTH K MHOTUM
pHUCKaM: OT MMOTEPH JAHHBIX K TBOMM aKKayHTaM 10 OJIOKUPOBKHU TBOETO YCTPOICTBa, I1ie
YCTAHOBJICHHBIH He JierajgbHas mporpamma. He cTouT Takske 3a0bIBaTh, 4TO CYIIECTBYET
JerajgbHble U OeCIUIaTHBIE POTrpaMMbl, KOTOPbIE MOKHO HAWTH B CETH.

ConuanpHble CETH

ConmanbHbIE CETH aKTUBHO BXOJIST B HAIITY )KH3Hb, MHOTHE JIFOJIA PAOOTAIOT M )KUBYT TaM
MOCTOSIHHO, a B Facebook yxe 3apeructpupoBan MUJLIIHAP/ YEIOBEK, UTO SIBISIETCS OJHOMN
CeIbMOM BCEX JKHUTEJEH TIaHeThl. MHOTHE MOJIh30BaTeN HE TOHUMAIOT, YTO HH(pOopMaIus,
pa3MeIeHHas UMY B COIIMATBHBIX CETSIX, MOXKET ObITh HaliJleHa U UCIOJIb30BaHa KEM yrOJIHO, B
TOM YHCIIC HE 00s13aTeNbHO ¢ OJIaruMu HAMEPECHUSIMH.

OCHOBHBIE COBETHI 110 0€30MACHOCTH B COIMAIBHBIX CETSIX:
1. Orpanu4p CIUCOK Apy3eh. Y TeOs B APY3bsIX HE JOJKHO OBITh CITYYailHBIX U HE3HAKOMBIX
JIIOICH;



2. 3amMiail cBOIO YacTHYIO Ku3Hb. He yka3piBail mapoiu, TesnedoHsbl, aapeca, 1aTy TBOETO
POXKICHUS U JPYTYIO JIMYHYIO HHPOpMAIHIO. 3710yMBIIUIEHHUKA MOTYT UCIIOJIb30BATh JaXe
UH(POPMALIHIO O TOM, KaK Tl M TBOM POJUTENH IUTAHUPYETE MPOBECTU KAHUKYJIBI;

3. 3amuiaii CBOIO pemyTalHIo - IEP>KU €€ B YUCTOTE U 3a/aBaiil cede Borpoc: XxoTes Obl Thl,
4TOOBI APYrue MOJIb30BATENN BUIENHN, UTO ThI 3arpyskaeuib? Ilogymail, mpexae 4em 4To-To
OITyOJIMKOBATh, HAMKCATh U 3aTPY3UTh;

4. Ecnu Thl rOBOpUILIb C JIFOAbMH, KOTOPBIX HE 3HACIlb, HE UCIIOJIb3YH CBOE PEAIbHOE UM U
JOPYTYIO JTUUHYIO HH(POPMAIUHU: UM, MECTO JKUTENIbCTBA, MECTO yueObl U npouee; 5. M30eraii
pa3merienus pororpaduii B IHTEpHETE, T1IE THI N300paKEH HA MECTHOCTH, 110 KOTOPOH MOKHO
ONPENIETUTh TBOE MECTOIIOJIOKEHHUE;

6. IIpu perucrpanny B COMAIBLHON CETH HEOOXOAUMO HCII0Ib30BaTh CJIOKHBIE ITAPOJIH,
cocrosimue u3 OykB ¥ IUQP U C KOJTUIECTBOM 3HAKOB HE MEHee §;

7. N36eraii pazmenienus pororpaduii B IHTepHETE, T1IE TH N300paKEH HA MECTHOCTH, 110
KOTOPOW MOHO OIPENEIUTh TBOE MECTOMOI0KEHHE.

KI/I6ep6y.]'IJ'II/IHF HJIX BUPTYAJIBbHOC U3ACBATCIILCTBO

KubepOymiuHr — npeciaenoBaHue COOOLIEHUSIMU, COAEPKAIIMMU OCKOPOJIEHUS, arpecCuIo,
3alyrUBaHKE; XYJIUTaHCTBO; COIMAIbHOE OOMKOTUPOBAHHUE C IIOMOIIBIO PA3TUYHBIX HHTEPHET-
CEPBHCOB.

OcHoBHBIE COBETHI IO O0pHOE ¢ KHOEPOYILITUHTOM:

1. He ©pocaiics B 60i. Jlydmuii crioco0: mocoBeTOBAThHCS Kak ce0si BECTH U, €CJIM HET TOro, K
KOMY MOXHO OOpaTHThCS, TO BHaYaJIe YCIOKOUTHCS. ECITi Tl HaYHENIh OTBEYaTh
OCKOPOJIEHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO elle 00JIbIle pa30kKellb KOH(IUKT;

2. Yopasinsaii cBoel kubeppenyranuei;

3. AHOHMMHOCTb B ceTd MHUMasA. CyIeCTBYIOT CIIOCOOBI BBIICHUTD, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He crout BecTH XyIUraHCKUI 00pa3 BUPTyaJIbHOM kU3HU. IHTEpHET PUKCHpYET BCE TBOU
JEUCTBUSI M COXPAHSIET UX. Y JAIUTh UX OYyJeT KpaiiHe 3aTPyIHUTEIBHO;

5. CoGmrosiait cBOM BUPTYaJIbHYIO YECTh CMOJIOAY;

6. Urnopupyii equHYHbIN HeraTuB. OIHOPa30Bble OCKOPOUTENIbHbBIE COOOLICHMS JTyUllle
UTHOpUpOBaTh. OOBIYHO arpeccus MpeKpalaeTcs Ha Ha4yaabHOU CTa UM,

7. Ban arpeccopa. B nporpamMmMax oOMeHa MTHOBEHHBIMU COOOIIEHUSMH, B COITUATBHBIX CETAX
€CTh BO3MOKHOCTb OJIOKHPOBKH OTIIPABKU COOOIEHUH € ONpeIeIeHHBIX aJpecoB;

8. Eciu o1 cBUneTens kubepOyiuinara. TBOM NeWCTBUS: BEICTYIIUTH MPOTUB MIPECIICIOBATENS,
[I0Ka3aTh €MY, YTO €ro JEeHUCTBHS OLICHUBAIOTCS HETAaTUBHO, IIOAEPXKATh JKEPTBY, KOTOPOM
HY>KHa TICUXO0JIOTMYECKasi TOMOIIb, COOOIIUTH B3POCIIBIM O (haKTe arpeCCUBHOTO MOBEACHMUS B
CeTH.

SHCKTpOHHaSI modyra

DNEKTPOHHAs OUYTa — 3TO TEXHOJIOTHUS U NMPEAOCTABIISIEMBIE €10 YCIYTH 110 IEPECHUIKE U
MOJTYYEHUIO JIEKTPOHHBIX COOOIICHHM, KOTOpPBIE PacTIpeEIOTCS B KOMIIBIOTEPHON CETH.
OOBIYHO AMEKTPOHHBINA MOYTOBBIN SIIUK BBITJISIIUT CIEIYIOIIUM 00pa3oMm:
UMs_TI0Jb30BaTeNss(@uMsl_oMeHa. Takke Kpome nepeayu MpocToro TeKCTa, UMeeTcst
BO3MOKHOCTb IepeiaBaTh (paiibl.

OCHOBHBIE COBETHI 110 6€30TaCHOM padOTe ¢ ANEKTPOHHOU MTOUTOM:

1. Hano BbIOpaTh mpaBUIIbHBIHN MTOYTOBBIH cepBHC. B MHTEpHETE €CTh OrPOMHBIN BEIOOP
OeCIUIaTHBIX OYTOBBIX CEPBUCOB, OJHAKO JYYIE T0BEPATh TEM, KOTO 3Haelllb U KTO IIEPBbIH B
pEUTHHTE;



2. He yka3bIBaii B TMYHOM 1MoyTe JIMYHYIO HH(opMmaruo. Hanpumep, rydrie BEIOpaTh
«MY3BIKaTbHBIA _(haHaT@» nin «pok2013» BMecTo «remal3y;

3. Mcnonp3yil 1ByX3TallHYIO0 aBTOPU3ALUI0. JTO KOI/1a IOMUMO MapOoJsl HY’KHO BBOAUTH KO/,
npuchUIaeMbii 1o SMS;

4. Ecnu ecTh BO3MOKHOCTb HAIIMCATh CAMOMY CBOM JIMUHBIM BOIIPOC, UCIIONb3YH ATy
BO3MO>KHOCTB;

5. Mcnonb3yi HECKOIBKO IIOYTOBBIX SIIMKOB. IIepBbIi U1 4aCTHOM NEPENUCKHU C apecaTaMy,
KOTOPBIM ThI JOBEPACLIb. DTO MIEKTPOHHBIN aJpec HE HAJ0 UCII0JIb30BaTh IIPU PETUCTPALIMN Ha
dopymax u caiitax;

6. He oTkpeiBaii ¢ailsibl 1 Apyrue BIOKEHUS B IMCbMaX JJa)ke €CIM OHM MPUILUIA OT TBOUX
npy3eit. Jlydie yrodHu y HUX, OTHPABIISUTH JTU OHU TeOe 3TH (paiiibr;

7. Ilociie okoHYaHUs pabOTHI Ha TOYTOBOM CEPBHCE MEPE 3aKPHITUEM BKIIAJIKU C CAaliTOM He
3a0y1p HAXKaTh Ha «BhIATHY;

8. Boibepu cioxHbIi naposs. i KakJ0ro HOYTOBOTO SIIMKA JOJKEH ObITh CBOW HaJIeKHBIMH,
YCTOMYUBBIN K B3JIOMY I1apOJIb.

KoMnbrorepHblie BUPYCHI

KoMIbroTepHBIi BUPYC — 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX IPOTPaMM, OTINYUTEIbHON
0COOEHHOCTBIO KOTOPOM SIBISIETCS CIIOCOOHOCTh K pa3MHOXKEHMIO. B onosHeHne K 3Tomy,
BHUPYChI MOT'YT IIOBPEAUTH UJIU MOJTHOCTHIO YHUUYTOKUTH BCE (ailiibl U JaHHbIE,
HOJKOHTPOJIbHBIE [10JIb30BATENI0, OT UMEHH KOTOPOro ObliIa 3amyllieHa 3apaxEéHHas mporpaMmma,
a TaKk)Ke MOBPEIUTh WM JaKe YHHUTOXKHUTH OTIEPAIIMOHHYIO CHCTEMY CO BCeMH (hailimaMu B
nesoM. B GonbIIMHCTBE CllyyaeB pacpoCTPaHsIOTCS BUPYChI Yepe3 HHTEPHET.

Mertoap! 3aIIUTHI OT BPEIOHOCHBIX MPOrPaMM:

1. Mcnionp3yi COBpEMEHHBIE ONEPALIMOHHBIE CUCTEMBI, UMEIOLINE CEPHEZHBIN YPOBEHD 3alIUThHI
OT BPEIOHOCHBIX IIPOrPaAMM;

2. IlocTosHHO ycTaHaBIMBal MayTH (LIMQPPOBBIE 3aIJIATKH, KOTOPbIE aBTOMATUYECKU
YCTAaHABIIMBAIOTCA C I€JIbIO IOPAOTKU MPOrpaMMBbl) U Ipyriue OOHOBIEHUS CBOEH ONepalluOHHON
cucteMbl. CkauMBail UX TOJBKO ¢ ouimanbHoro caifra pazpadorunka OC. Eciu cymectByer
PEeXUM aBTOMATHYECKOI0 OOHOBJIEHHUSI, BKJIIOUH €T0;

3. Pa0oraii Ha cBOeM KOMIIbIOTEPE 0] IPaBaMU I10JIb30BaTeNs, a HE a]MUHUCTpaTOpa. ITO He
MO3BOJIUT OOJIBIIMHCTBY BPEAOHOCHBIX MPOTpaMM MHCTAJNIMPOBATHCSA HA TBOEM NIEPCOHAIIBHOM
KOMIIBIOTEPE;

4. Mcnonp3yii aHTUBUPYCHBIE POrPaMMHBIE ITPOJAYKTHI U3BECTHBIX TPOU3BOAUTEIIEH, C
aBTOMATHYECKUM OOHOBIIEHUEM 0a3;

5. Orpanuub pU3NUECKHUI JOCTYI K KOMIBIOTEPY sl IOCTOPOHHUX JIUIL;

6. Vcrionb3yil BHEIIHUE HOCUTENN HH(OpMAIIMH, TaKHE KaK (hJelka, TUCK iU (aiin u3
MHTEPHETA, TOJIBKO U3 MPO(epeHHBIX HCTOYHUKOB;

7. He oTkphIBail KOMIbIOTEpHBIE (DaiiiIbl, MOTyYSHHBIE U3 HEHaIEKHBIX UICTOUHUKOB. [laxe Te
¢aiinbl, KOTOpbIE MPUCIIAT TBOW 3HaKOMBIH. Jlydllie yTouHH y HEro, OTIpaBJIsl U OH TeOe UX.

Ceru WI-FI

Wi-Fi - 510 He BHJI mepeiaun JaHHBIX, HE TEXHOJIOTHS, a BCEro JIMIIb OpeH 1, mapka. Eme B 1991
rojly HUJepJaHJcKas KoMrnanus 3apeructpuposaia openn «K WECA», yto o603Hayano
cinoBocodetanue «Wireless Fidelity», KOTOpbIi TepeBOAUTCS KaK «OECIIPOBOIHAS TOYHOCTH.
Jlo Hamero BpeMeHH JAoILIa Ipyras abopeBuaTypa, KOTopas SBJISIETCS TAKOH )K€ TEXHOJIOTHEH.
D10 abbpeBuarypa «Wi-Fi». Takoe HazBaHMe OBLIO JaHO C HAMEKOM Ha CTaHAAPT BBICIIHI
3ByKkoBo# TexHuku Hi-Fi, 4To B mepeBosie 03Ha4aeT «BBICOKAsE TOYHOCTbY.



Ja, 6ecrutaTHbI HHTEPHET-IOCTYII B Kade, OTEeNAX U adpoIopTax SBISIETCS OTIMYHON
BO3MOKHOCTBIO BBIXOZIa B UHTEepHET. Ho MHOrMe 3KCepThl CUUTAOT, 4TO 001Ie10CTyIIHbIe Wi-
Fi cetu He aBnsitoTcs 6€30MaCHBIMU.

CogerTsl 10 6e30macHOCTH paboTe B 001Ie10CTyMHBIX ceTsax Wi-fi:

1. He nepenaBaii cBoro muuHyro uHpopMaluio yepes oomenoctymubie Wi-Fi cetu. Paboras B
HUX, JKeJIaTeIbHO HE BBOJUTH MMAPOJIH JIOCTYIIA, JOTUHBI U KAKHE-TO HOMEPA;

2. Ucnionb3yit 1 0OHOBIISIH aHTUBUPYCHBIE TPOrpaMMbI B OpaHaMayep. TeM caMbIM Th
obe3omacuiib ce0s OT 3aKa4YKu BUPYyca Ha TBOE YCTPOHCTBO;

3. Ilpu ucnonszoBannu Wi-Fi otkimoun ¢pynkuuio «O0muit 1octyn K (ailinaM U mpuHTEpaM».
Jannas QyHKIMS 3aKphITa IO YMOJIYAHUIO, OJJHAKO HEKOTOPHIE TI0JIb30BATEIN aKTUBUPYIOT €€
JUTSL yI0OCTBa MCIIOJIB30BaHMSI B paboTe min yuebe;

4. He ucnonb3yii nyonuunbiii WI-FI a1 nepegaun TUYHBIX JaHHBIX, HATPUMED IS BBIXOJA B
COIMAIbHBIEC CETH WJIM B DJIEKTPOHHYIO MTOYTY;

5. Nnonw3yit Tonbko 3amuiieHHoe coequnenue yepes HTTPS, a ue HTTP, 1.e. npu Habope BeO-
azpeca BBOAM UMEHHO «https://»;

6. B MmoOunsHOM Tenedone otkimoun ¢pyukiuio «lloakmouenue k Wi-Fi aBTomatuueckun». He
JIOITyCKai aBTOMaTHYECKOTO MOIKIIIOYEHUS yCTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero cornacus.

DdumuAT WIN Kpaxa JUYHBIX JaHHBIX

OOBIYHOI Kpaskel IeHET U IOKyMEHTOB CETOTHS YK€ HUKOTO He YAUBHIIIIb, HO C pa3BUTHEM
UHTEPHET-TEXHOJIOIMH 3710yMBIIUICHHUKN IEPEMECTUIINCH B UHTEPHET, U MPOJI0JIKAIOT
3aHUMAThCS «TIOOMMBIMY J1eloM. Tak mosiBUIIach HOBAs yrpo3a: HHTEPHET-MOIICHHUYECTBA HITH
(uIUHT, TIaBHAS LEeJIb KOTOPOTO COCTOUT B MOJTYYEHUH KOH(UICHIUAIBHBIX TaHHBIX
M0JIb30BaTese — JOoruHOB U naposiei. Ha anrnuiickom sa3bike phishing yntaercs kak GUIIMHT
(ot fishing — pbIOHas 0B, password — mapouib).

OcHOBHBIE COBETHI 110 OOPHOE € PUITMHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciu Thl 0J103peBaeliib, YTO TBOSI aHKETa ObLIa B3JIOMaHa, TO
He00X0IuMO 3a0JI0KHPOBATh €€ U COOOLIUTh a/IMUHUCTPATOpaM pecypca 00 3TOM Kak MOKHO
CKOpEE;

2. Ucnonw3yit 6e30macHble BEO-CAlThI, B TOM YKCIIE, MHTEPHET-MAara3nHOB M MTOUCKOBBIX CUCTEM;
3. Vcnone3yii cioxHbIe U pa3Hble napoiu. TakuM oOpazom, eciu Te0st B3IOMAIOT, TO
3JI0YMBIIIJIEHHUKH TOIy4YaT JOCTYH TOJIBKO K OJJHOMY TBOEMY NMPO(UIIIO B CETH, a HE KO BCEM;
4. Ecniu Te6s B3110Mali, TO HEOOXOAMMO MPENYNPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOPbIE
00aBJICHBI y T€0S B IPY3bAX, O TOM, UTO T€OS B3JIOMAJIA U, BO3MOYKHO, OT TBOETO UMEHHU OyieT
pacchuIaThCs CIlaM M CCHUIKU Ha (PUITMHTOBBIE CAlTHI;

5. YcranoBu HazaexHbIi napoib (PIN) Ha MoOuIbHBIN TenedoH;

6. OTKIIIOYM cCOXpaHEHUe maposisi B Opaysepe;

7. He oTkpsIBait aiiasl U apyrue BIOKEHUS B MUChMaX JIa)Ke €CJIM OHU MPHUIILIA OT TBOMX
npys3eil. Jlydine yTo4HM y HUX, OTHPABIISUIN JIM OHU TeOe 3TH (paitibl.

DJIEKTPOHHBIE JEHbIU

DJEeKTPOHHBIE JIEHBI'M — 3TO OYEHb YJOOHBIN CIIOCO0 IMIaTeXel, OJJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE€ XOTAT MOJIYYUTh 3TU JACHBIU.

ONEKTPOHHBIE JEHBIY MOSIBUINCH COBCEM HEJABHO M UMEHHO M3-3a 3TOI'0 BO MHOTHX
rocyiapcTBax JO CUX IOP He IPONUCAHO PO HUX B 3akoHax. B Poccun sxe onn
(YHKIMOHUPYIOT M O HUX YK€ IMPOIMUCAHO B 3aKOHE, TJ€ UX Pa3eisioT Ha HECKOJIBKO BUIOB —
AHOHMMHBIC U HE aHOHUMHBIE. Pa3sHKIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
pasperraercsi MPOBOAUTH Olepanuy 0e3 UAeHTH(PHUKALINN TT0Ib30BATENsA, & B HEAHOHMMHBIX



UACHTU(DHUKAITIH TTOJTH30BATENS SBISICTCS 00s13aTEIBHOM.
Taxxe crnenyeT pa3nuyarh 3J1eKTPOHHbIE (PUaTHBIEC ACHBIU (PaBHBI TOCYAAPCTBEHHBIM BAJIIOTaM)
U 2JIEKTPOHHBIC He(pUaTHBIC NEHBIH (HE PABHBI TOCYAPCTBEHHBIM BaTIOTaM).

OcHOBHBIE COBETHI 110 6€30MaCHOI paboTe C IIEKTPOHHBIMU J€HbIaMU:

1. IlpuBsixu K cyeTy MOOMIBHBIN TenedoH. ITo camMblil yA0OHBIH U OBICTPBII CIIOCO0
BOCCTaHOBUTH JOCTYII K cuery. [IpuBs3aHHbiil TenedoH NOMOXKET, ecliv 320y 1elb CBOI
IJIATEKHBIN [MAPOJIb UM 3aAEIIb HA CAUT C HE3HAKOMOT'O YCTPOMCTBA;

2. Ucnonw3yit ogqHopazoBele napoiu. [locie nepexona Ha YCUICHHYIO aBTOPU3ALIMIO Te0e yxke
He OyJeT yrpoXarh ONMAacHOCTh KPaXXH WM NIepexBara IJIATeXHOTO MapoJis;

3. BeiGepu croxxHbIi maposib. [IpecTynmHukam OyaeT He MPOCTO yrajaaTh CI0KHBIN apoJb.
Hanexwnple maponu — 3T0 mapoiu, KOTOpbIe CoAepkKaT HE MeHee § 3HAKOB U BKJIIOYAIOT B ce0s
CTPOYHBIE U MPOMUCHBIE OYKBBI, U(PHI U HECKOJIBLKO CUMBOJIOB, TaKHE KaK 3HAK J0JuIapa,
¢byHTa, BOCKJIMIIATEIbHBIN 3HaK | T.1. Hanpumep, $tROng!;

4. He BBOAM CBOM JIMYHBIC JaHHBIE HAa CaliTaX, KOTOPBIM HE JI0BEPSCILIb.

MoOwibHBIN TenehoH

CoBpemenHble cMapT(HOHBI U TUIAHIIETHI COJEPKAT B ce0e BIOIHE B3POCIbI (DYHKIIMOHAT, U
Tenepb OHU MOT'YT KOHKYpUPOBATh CO CTAllMOHAPHBIMU KOMIIbloTEpamMu. OJHaKO, CPECTB
3alUTHI J1 TOT0OHBIX YCTPOMCTB MOKA OYEHb Mallo. TeCTUPOBAHUE U MOUCK ySI3BUMOCTEH B
HUX [IPOUCXOIUT HE TaK MHTEHCUBHO, Kak Ju1s 1K, To jxe camoe kacaeTcss 1 MOOMIIbHBIX
npunokeHuid. CoBpeMeHHbIe MOOUITbHBIE Opay3ephl y:Ke IPAKTHUECKU JOTHAIIM HACTOJIbHbIE
aHaJIOTH, OJTHAKO paciIupeHne (yHKIIMOHAIA BIICYET 32 CO00I OONBIIYIO CIIOKHOCTh U
MEHBIIYIO 3aLIUIEHHOCTb. J[ajJeKo He Bce MPOU3BOIUTENH BHITYCKalOT OOHOBIICHHMS,
3aKpbIBAIOIIUE KPUTUYECKUE YA3BUMOCTH Il CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI 151 0€30aCHOCTH MOOMIIBHOTO TenedoHa:

1. Hudero He siBnsieTcs mo-HacTosieMy oOecriaTHbIM. bynib ocTopoxkeH, BeJlb Korja Tede
npe/iaratoT 6eCIUIaTHbI KOHTEHT, B HEM MOTYT ObITh CKPBITHI KAKHE-TO TUIaTHBIE YCIIYTH;

2. Aymaii, npexe 4eM otnpaButb SMS, hoTo mnu Bujeo. Thl TOUHO 3HAEIb, TJ€ OHU OYAYT B
KOHEYHOM HUTOre?

3. HeoO6xommmMo 0OHOBIISATH ONIEPAIIHOHHYIO CHCTEMY TBOETO CMapT(OHa;

4. Vicnonp3yit aHTUBUPYCHBIE MPOTPAMMBI JJIsi MOOMIIBHBIX TeNe()OHOB;

5. He 3arpysxaii npuiio’keHusl OT HEU3BECTHOTO UCTOYHMKA, BEJIb OHH MOTYT COZEpXKAaTh
BPEIOHOCHOE MTPOrpaMMHOE 00€eCIIeueHUE;

6. ITocne Toro kKak Thl BBIHJIENIb C cailTa, I/ie BBOAWI JIMUHYIO HHPOPMAIHIO, 3aiii1 B HACTPONKU
Opaysepa u ynanu cookies;

7. Ilepnonnyuecku NpoBepsid KakKKe IJIaTHbIE YCIYTHM aKTUBUPOBAHBI HA TBOEM HOMEPE;

8. Bluetooth nomkeH ObITh BBIKIIIOUEH, KOTJa Thl UM HE TOJb3yenibes. He 3a0piBail mHOT 1A
IIPOBEPSTH 3TO;

9. JlaBaii cBoit HOMep MOOHIIBHOTO TeNe(OHa TOIBKO JIIOJIIM, KOTOPBIX Thl 3HACIIb U KOMY
JOBEpsEUIb.



